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1.0 INTRODUCTION 

W T K Holdings Berhad (“WTK” or “the Company”) and its subsidiaries (collectively known 

as “the Group”) are committed to safeguarding the confidentiality, integrity and availability 

of WTK’s information systems and data by establishing robust security practices and 

procedures. This policy ensures compliance with legal and regulatory requirements, manages 

cybersecurity risks and promotes awareness and accountability among Directors and 

Employees. It outlines preventative measures, incident response protocols and continuous 

improvement processes to protect the organisation from cyber threats, maintain business 

continuity and build trust with stakeholders. 

2.0 OBJECTIVES 

2.1 Policy Objectives 

The main objectives of this Policy are as follows: 

• To ensure the confidentiality, integrity and availability of the Group’s data and 

information systems; 

• To ensure compliance with relevant legal, regulatory and industry-specific 

requirements related to data protection and cybersecurity; 

• To define and communicate security policies, procedures and guidelines to all 

Directors and Employees; and 

• To establish clear roles and responsibilities for cybersecurity within the Group and 

outline procedures for detecting, reporting and responding to cybersecurity incidents. 

2.1.1 Regulatory Compliance 

This Policy has been prepared with reference to the Computer Crimes Act 1997, the 

Communications and Multimedia Act 1998, the Cyber Security Act 2024 (Act 854), the 

Personal Data Protection Act 2010 and various industry cybersecurity frameworks. The 

Group adheres to these regulations to ensure legal compliance and maintain high standards 

in information security, data protection and cybersecurity resilience. 

2.2 Application 

This Policy applies to: 

i. Every director of the company and each of the subsidiary companies within the Group 

(including executive and non-executive director) (“Directors”); and 

ii. Every employee of the Group (“Employees”). 

2.3 Responsibilities of Directors and Employees 

Directors are responsible for: 

• Ensuring the strategic importance of cybersecurity is communicated throughout the 

Group; 

• Supporting the implementation of this Policy; 

http://www.wtkholdings.com/
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• Overseeing the effectiveness of the cybersecurity measures; 

• Approving the annual review and updates to the Policy; and 

• Leading by example in adherence to cybersecurity protocols. 

 

Employees are required to: 

• Adhere to the cybersecurity practices and guidelines outlined in this Policy; 

• Report any observed or suspected security incidents or breaches to the appropriate 

authority within the Group; 

• Participate in cybersecurity training and awareness programmes; 

• Follow all password management guidelines; and 

• Ensure physical security of devices and data. 

3.0 RECOGNISING CYBERSECURITY THREATS 

Cybersecurity threats can take many forms, including malware, phishing, ransomware, 

unauthorised access, social engineering, advanced persistent threats (“APTs”), denial of service 

(“DoS”) attacks and insider threats. Directors and Employees should be vigilant for indicators 

of potential threats such as unusual system activity, suspicious emails, unauthorised access 

attempts, unexpected changes to system configurations or system performance issues. 

4.0 PREVENTATIVE MEASURES 

4.1 Technical Measures 

The Group shall implement and maintain appropriate technical measures, including but not 

limited to: 

4.1.1 Firewalls and Intrusion Detection System (“IDS”) 

Firewalls should be implemented to monitor and control incoming and outgoing network 

traffic based on predetermined security rules, while an IDS should be utilised to detect and 

alert on potential malicious activities within the network. 

4.1.2 Authorised Software Usage Policy 

To reduce exposure to unnecessary vulnerabilities, the installation of non-work-related 

applications is strictly prohibited. Only approved and essential software, reviewed and 

sanctioned by the IT department, may be installed on company devices. 

4.1.3 Antivirus and Threat Detection Policy 

Antivirus and anti-malware solutions should be deployed, with regular scans scheduled and 

real-time protection enabled to safeguard systems against malicious threats. 

http://www.wtkholdings.com/
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4.1.4 Access Controls and Authentication 

Strong password policies and multi-factor authentication should be implemented to enhance 

account security, while role-based access control should be used to limit access to sensitive 

data and systems based on user responsibilities. 

4.1.5 Data Loss Prevention (“DLP”) 

DLP solutions should be enforced to identify and prevent data breaches or exfiltration, 

particularly for sensitive and confidential information. 

4.2 Organisational Measures 

The Group shall also enforce organisational measures, including but not limited to: 

4.2.1 Security Awareness Programmes 

Regular training and awareness sessions should be conducted for all employees and relevant 

stakeholders, providing up-to-date information on emerging threats and cybersecurity best 

practices. 

4.2.2 Third-Party Risk Management 

Cybersecurity risks associated with third-party service providers and partners should be 

thoroughly assessed and managed, with all third parties required to adhere to the Company's 

cybersecurity standards. 

4.2.3 Physical Security Measures 

Physical security controls should be implemented to protect hardware and data from 

unauthorised access, theft or damage, including the use of secure access controls such as ID 

badges or biometric systems for sensitive areas. 

4.3 Data Protection and Privacy 

The Group is committed to protect the personal data and privacy rights of all Directors and 

Employees, in accordance with applicable data protection laws and industry best practices. 

4.3.1 Personal Data Management 

The Group shall collect only the minimum necessary personal data required for specific and 

legitimate business purposes. All personal data shall be processed fairly, lawfully and 

transparently. The Group shall also ensure that personal data records are accurate and kept 

up to date. 

4.3.2 Data Access and Storage 

Access to personal data shall be restricted on a need-to-know basis through role-based access 

controls to safeguard confidentiality. Personal data shall be stored securely using appropriate 

encryption and secure storage mechanisms, both during transmission and at rest. 

http://www.wtkholdings.com/
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4.3.3 Privacy Rights 

The privacy rights of stakeholders shall be respected, including their right to access, correct 

or delete their personal data upon request. Clear procedures shall be established for handling 

such data subject requests, with timely and appropriate responses ensured to uphold 

transparency and accountability. 

4.3.4 Third-Party Data Handling 

Steps shall be taken to ensure that third-party service providers or business associates who 

handle personal data on behalf of the Group are contractually expected to align with the 

Company’s data protection standards. Where appropriate, due diligence and periodic 

assessments may be conducted to review third-party data protection practices. 

4.3.5 Data Breach Notification 

In the event of a personal data breach, timely notifications will be made to affected stakeholders 

and relevant authorities. Incident response procedures shall be followed to investigate the 

breach, mitigate potential impacts and maintain proper documentation of the event. 

5.0 INCIDENT RESPONSE 

5.1 Incident Reporting 

Directors and Employees must promptly report any suspected or confirmed cybersecurity 

incidents to the designated Incident Response Team. Reports should be submitted using the 

Personal Data Breach Reporting Form, which is accessible via the following link: 

https://forms.gle/ETP6xtZLmhNzuCdo6. 

5.2 Incident Response Plan 

5.2.1 Identification 

The Group will detect and recognise potential security incidents through monitoring and 

reporting mechanism. 

5.2.2 Containment 

Measures will be implemented to contain the incident and prevent further damage, including 

isolating affected systems and networks. 

5.2.3 Eradication 

The root cause of the incident will be identified and eliminated, with malware or other threats 

being removed from affected systems. 

5.2.4 Recovery 

Affected systems and services will be restored to normal operation. System integrity will be 

validated to ensure no residual threats remain. 

http://www.wtkholdings.com/
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5.2.5 Post-Incident Analysis 

A post-incident analysis will be conducted to improve future response efforts. Findings will 

be documented and incident response plans will be updated as necessary. 

5.3 Incident Response Team 

The Company will establish an Incident Response Team (“IRT”) to manage and respond to 

cybersecurity incidents. The IRT will consist of representatives from IT, legal 

communications and senior management to ensure a coordinated and effective response to 

any security event. Please refer to Appendix A for the list of IRT members. 

6.0 TRAINING AND AWARENESS 

The Group shall provide cybersecurity and data protection training to all Directors and 

Employees on a regular basis. Training is essential to foster awareness and equip Directors 

and Employees with the necessary knowledge to handle relevant situations. All training 

materials, communications and attendance records shall be compiled and maintained by the 

WTK Headquarters IT Department.  

7.0 DOCUMENTATION AND RECORD-KEEPING 

7.1 Incident Documentation 

All security incidents shall be thoroughly documented, including details of the incident, 

actions taken and lessons learned. All relevant documentation mentioned in this Policy shall 

be retained. 

7.2 Training Records 

The IT Department shall maintain records of all cybersecurity, data protection and privacy 

training sessions, including attendance, topics covered, assessments and feedback. 

7.3 Audit and Compliance Records 

The Group shall maintain detailed records of all cybersecurity audits and compliance reviews 

and ensure these records are readily available to meet regulatory and legal requirements. 

8.0 NON-COMPLIANCE 

8.1 Disciplinary Actions 

Adherence to this Policy by Directors and Employees are mandatory. Any violation of this 

Policy will be dealt with seriously by the Group which may lead to disciplinary actions, 

including the termination of employment/ service, initiation of legal action and/or report to 

the relevant authorities and/or other appropriate actions (where applicable). 

http://www.wtkholdings.com/
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8.2 Monitoring and Enforcement 

Regular adherence to the Policy shall be monitored through audits and assessments conducted 

by the Internal Audit Department, with appropriate consequences enforced for non-

compliance to uphold the integrity of the cybersecurity programmes. 

9.0 WHISTLEBLOWING CHANNEL 

9.1 Reporting Mechanism 

The Company provides a confidential and anonymous reporting mechanism for Directors and 

Employees to report cybersecurity concerns or violations. This mechanism ensures that 

whistleblowers are protected from retaliation. 

 

Please refer to the Whistleblowing Policy on the Company’s website for further details. 

Whistleblowers will be accorded confidentiality protection when making a report or disclosure 

through the Group’s whistleblowing channel. 

9.2 Investigation Process 

All reports of cybersecurity concerns or violations shall be promptly and thoroughly 

investigated. The findings, along with any resulting actions, shall be documented and reported 

to the relevant authorities within the Group. 

10.0 VALIDITY AND REVIEW 

This Policy shall take effect immediately upon the approval by the Board of Directors of the 

Company. It shall be immediately disseminated to Directors and Employees. This applies to 

future and subsequent Directors and Employees who must be immediately notified of this 

Policy upon appointment, engagement or establishment of the interests or relationships. Steps 

should be taken to secure their acceptance and agreement to the Policy. All changes to the 

Policy shall be disseminated and notified in the same way. 

 

This Policy shall be reviewed at least once in every three (3) years or as and when deemed 

necessary by the Board of Directors of the Company to ensure that the Policy is effective, kept 

up-to-date and suitable for use where and when needed. 

11.0 CONCLUSION 

By adhering to the principles, procedures and commitments outlined in this Policy, the Group 

collectively contribute to a secure and resilient digital environment that safeguards our assets, 

supports business continuity and reinforces stakeholder trust. All parties covered under this 

Policy are expected to fully understand and comply with its provisions, actively participate 

in training and awareness efforts and support the Group’s commitment to cybersecurity 

excellence. 

http://www.wtkholdings.com/
https://wtkholdings.com/wp-content/uploads/2023/01/Whistleblowing-Policy.pdf


            W T K HOLDINGS BERHAD 
  197001000863 (10141-M) 

  Bangunan Hung Ann, No. 1, Jalan Bujang Suntong 

  96000 Sibu, Sarawak, Malaysia. 

  Tel: 084-326155 Website: www.wtkholdings.com 
 

10 

 

WTK               

Appendix A 

 

http://www.wtkholdings.com/

