TK
BEST PRACTICES FOR

YBERSECURITY

USER CONFIDENTIALITY

« Keep username and « Restrict workstation

password confidential access via password
protection

» Change password every
6 months - use strong Data privacy for
combinations information gathered and
use/dispose in
« Do not share access accordance to Personal
right to others Data Protection Act 2010

HARDWARE & SOFTWARE
PROTECTION

Regularly update operating « Secure access to server
system and antivirus rooms

Avoid downloading non-work- « Perform regular backups

related software and establish cold sites
for critical data

Only install genuine software

from official sources

SIMPLE STEPS TO
STAY SAFE

« Always log out after « Monitor account

transactions balances for unusual
activity — act fast if

« Never leave your device compromised

unattended
« Always update and know

« Enable Multi-Factor how to activate kill

Authentication switch

CYBER HYGIENE

« Avoid clicking « Verify unknown contacts
suspicious links in before engaging
emails, SMS or social
media « Run routine malware
scans

« Don't use official emails
for personal content « Clear browser cache,
cookies and history after
use

REPORT CYBER INCIDENTS/THREATS TO IT DEPARTMENT:
CONTACT NO: 084-326155 - EXT 354 (8.00 AM - 5.00 PM)



